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Abstract

Model checking has emergext an effectig verification method in both software and
hardware development\ dedicated model checker thus a usefutool for most
application domainsAmbient Calculus is a process calculus where processes may reside
within a hierarchyof locations.Processes cathenmove through the location hierarchy
and modify it. The Ambien Logic is a modklogic designed to sp#y propertiesof
distributed and mobile computations programmed in the Ambient Caldulusludes
logical operators that can be used to make asseelmng locations antheir names.

This thesisis concernedon how to build a model checker for mébiambient
processes against specification described as formulas in the Ambient Eoge.given
program written in ambient calculus and its properties specified as an ambient logic
formula, the ambient model checkeill be used to determine automatigaivhether the
process satisfies the specificatifingic formula) We start the work toward such an
ambient model checker by implementing the syntax and semantics of the Ambient
Calculus as &AT (Process Analysis Toolkitinodule. We also implemented irhis
module a syntactic definition for the Ambient Logic. The aciogdlementation of the

model checkinglgorithmis the subject of future work.
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Chapter 1 Introduction

Model checking is an automatic verification technidoreboth ®ftware and hardware
systens. When developing aoftware or hardware computisystem(such agprogram,
protocol or circuit diagram we woul like to ensure the cortess of our desigiOne

way of establishing correctness is model checkiipgah automatic veri€ation technique

to formally ensure that a system observes a given specification. To use model checking
we first need to construct a model for the egstusing a formal language suabh a
process algebrd 4, 15]. We then express the desired propertigh®fsystem using either
some temporal logic or even the same process algebraic language used to model the
system.Afterward, the model checkinglgorithmwill perform an exhaustiveearch of

the state space of our system model to determitieeifgivenproperty is true or not.
Model checking isautomated, efficient and reliabl€he most serious disadvantage of

model checking is the state explosion problem

Modd logic is a type of formal logicthat extendsclassical propositional or
predicate logic to iclude operators expressing modalior example, the statement
"Anna is happy" might be qualified by saying that Ampaisually happy, in which case
the term "wsually" is functioning as a mod#&or word that expresses modalitylhe
traditional modalitis of truth, include'possibility’, "necessity" and "impossibility'ln
order to present and reasaloout the different propositions specifically and exactly, some
other modalities has been formalized in modal logic, including temporal modalities

(modalities of time), deontic modalities, epistemic modalities and s@prModd logic



represents modalities using modaperators. For example, "Anna may be happy
tomorrow" and "It's possible that Anna will be happy tomorrow" both express the notion
of "possibilty". In modal logic, this could be represented asoperator QPossiblyO

followed by "Anna will be happy tomorrow".

Temporal bgic is a variant of modidogic for expressing temporal modalities and
SO represenng propositions qualified in terms of timén the temporal logic we can
express statements like "Anna is always happy"”, "Anna will eventually be happy", or
"Anna will be happy until | leave". Same as the modal logicdemporal logiove use

modd operators to represent mod@#. For example, thunary modaoperatoranclude
O for "Next" (holds in the next step) for "Future" (holds in some place on the

subsequent patbf event3, and[] for "Globally" (holds in the entire subsequent path

events.

Temporal logichas found an important application in formal verification
generalandmodel checkingn particular It is used to state the properties that our system
model needto satisfy.An example of such a property (expressible in temporal logic) is
"whenever a request is madeecess to aesourceis eventually grantedout it is never

granted to two requestors simultaneolsly

Several temporal logics have been developed in the past, including but not limited
to LTL and CTL[6]. Such (OclassicalO) temporal logic formalisms however are less
suitable for constructionaush as'somewhere there is a virus", or "eventually the agent

crosses the firewall"In other words, it is difficult to express properties of mobile



computations using classical temporal logkmbient Calculus andhe associated
Ambient Logic[2, 3] havebeen proposed specifically to address this shortcaniingse
formalisms are created o facilitate the specification and verification of mobile

computational environments.

The Ambient @lculus is drameworkfor describing the mobility of both software
and hardware. An ambient is a bounded place where ctatipn happens. That ign
ambient is a named cluster of running processes and n&sbeinbient Given this
nesting(treelike) spatial structure, each computation state could be expresaegpecial
ambient tree. fie mobility isrepresented byhe re-arrangement of the ambient tree
whenever an ambiemhoves in to or out of another ambierithis is how theAmbient

Calculus construestthe system model for mobile computations.

Ambient Logicis a variart of temporal logic. It contains not only the standard
temporal modalities to describe the evolution of ambient processes, but also spatial
modalities to describe the treerustture of ambient processesmAient logic could
thereforespecify properties oflistributed and mbile computations programmed using
the Ambient @lculus.Givena system model written in Ambient Calculus and properties
specified using AbientLogic, one would like to determine automatically whether the
system model satisfies the sgmation through model checkinghisthesisis concerned
with the construction ofa model checker for mobile ambient processes against
specifications described as formulas in ambient |ogldachwe will call "ambient model
checker". We complete only thérst steps in this pursuit by offering an implementation

of the syntax and semantics of the Ambient Calculus, as well as the syntax of Ambient



Logic.

1.1 Thesis Organization

The remainder of thighesisis organized as followsn Chapter 2 we introduce
some backgrounéinowledge which includes the Ambient Calculus, Ambient Logic, as
well as PAT3. Among thenthe Process Analysis Toolkit ,[&1] is our development
environment The third version (PAT3) is a seatbntained framework to support
composing, snulating and reasoning aboabncurrent, realime systems [1016]. It
features dayered architecture design with an intermediate representation(IRygr so
it canhandle the modeling languages and model checking algorgbperatelyand ®
the malel checking algorithms can be shared by different languageskind of layered
designmake it possible todevelop model checkerfor a wide rangeof application
domains.This is the reason for choosiRAT3 as our development environmeAn
abbreviatd "user guide" isncluded athe endof Chapter 2including the instructions for

building the development environment and running the model checker.

In Chapter 3, we introduced thelatedprevious work In factthe only practical
implementationof Ambient Calculuss the Ambient Designebuilt by Coronato and De

Pietro[4], which will be introduced briefly in this chapter.

In order to be able to construct a model checker we had to restridnthent
Calculus Indeed, in the process of settling tlmenplexity bounds of the model checking
problem for Ambient Calculugith public namesgainst he Ambient logic [7] it was

discovered that the model checking problem will be undecidable if ghkecalculus



contains replication or the logmontains theguarantee operatofherefore weremoved
the replication component frome calculusand so simplified the ambient calculus to

avoid urdecidable probles A discussion on thmatter can be found in Chapter

After comparingLTL (Lineartime Temporal Logt) and the Ambient Logic, we
found thatthe significantgap between these two madagics is theconcept ofambient
modalitiesincluding locations, gatial constructs and so .offio some extent, we can
extend LTL to getAmbient Logic by adding ambiemhoddities to LTL. Sowe could
reuse part of the LTLmodel checking algorithms generated ltge PAT3 module
generatorin Chapter 5wve show the extensiatkesignandour partial implementation of

the ambient model checker.

Chapter 2 Preliminaries

This chapterntroduces thaecessarypackgroundjncluding the Ambient Calculus the

Ambient Logic andthe Process Analysis Toolkit.

2.1 Ambient Calculus

The Ambient Calculus is a process calculus, in which the processes could reside within a
hierarchy of locations @heven modify it. To makthe basic Ambient Calculu$][more
powerful Cardelli andGordonintroduceda modified version of Ambient Calculus [3

which strengthead the definition of structural congruence to express the intended

equivalence of spatial cbgurations. In thepaperwe will constructa modelcheckerfor



this enriched version gimbient Calculus\We neechowever b make some modification
first, given the complexityand decidabilityof their algorithms.Figure 1 presentthe

syntax of process48].

Processes
PQR:= processes
(vn)P restriction
0 void
PO composition
P replication
M[P] ambient
M.P capability
(n).P iﬁnnpllfthaction
<M> output action
M= capabilities
n name
inM can enter inta/
out M can exit out of\/
open M can openV/
e null
MM path

Figure 1: Syntax of processes. The process constructs are separated into spatial and temporal.
The first five are spatial process constructs, and the following three are temporal process
constructs.

The process constructs are separatexlspatial and temporal. In the above table, the first
five constructs: restriction, void, composition, replication and ambient are spatial process
constructs(vn)P is used to describe the restricted name n in process P. The process 0
stands for "void"for example, n[0] means there is nothing at the place n[]. Similarly,

M[P] means the process P resides at the placePB[} means the Process P and Process



Q exist in the same system at the same time. The following three constructs are temporal
processconstructs. Capability describe the movement of processes, which includes name,

enter into, exit out of, open, null and path. Input action and Output action are both used to

describe the information exchange.

Structural Congruence

P=P
P=Q=>Q=P
P=QQ=R=>P=R
P=Q= (vn)P = (vn)Q
P=Q=>P|R =Q|R
P=Q=!P=1Q

P = Q = n[P] = n[Q]
P=Q>MP=M.Q
P=Q= (n).P=(M).Q

EP=P
(M.M").P= M.M".P

(vn)(vm)P = (vm)(vn)P
(vm)0= 0

(vn)(P|Q) = P|(vn)Q, if n & fn(P)
(vn)m[P]) = m[(vn)P],ifn # m

P|O0 =P

P|Q =Q|P
PIQIR =P|(QIR)
10=0

'P1Q) =!P|!Q
IP =P|!P

'1p =P

Figure 2: Structural congruence.

(Structural Refl)
(Structural Symm)
(Structural Trans)
(Structural Res)
(Structural Par)
(Structural Repl)
(Structural Amb)

(Structural Action)
(Structural Input)
(Structurale)
(Structural .)

(Structural Res Régs
(StructuralResZero)
(Structural Res Par)
(Structural Re Amb)

(Structural Par Zero)
(Structural Par Comm)
(Structural Par Assoc)
(StructuralRepl Zerg
(Structural Repl Par
(Structural Repl Copy
(Structural Repl Rep)

The following syntactic conventions are used:

® Parentheses are used fwecedence.

® The proces$ stands fof'void", so the contexts ] and M0 are the same as n[] and

M, respectively.
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® The compositioroperdor has thelowest precedencd-or example the expression

M.P|Q is read(M. P)|Q.

To define reductions we need to explain the structural congruence relation

between processesigure 2 showshe structural congruence rule8][ which arecrucial

for the ddinition of satisfactionwhich will be introduced later).

To representtemporal modality,Cardelli and Gordon defined the reduction

relation shown in Figure3 [3]. During the design of our ambient model checkerwilie

usethe Ambient Calculuas desched in this sectigrexcept for one smathodification

Reduction

n[in m.P | Q]| m[R] » m[n[P |Q] | R]
m[n[out m.P | Q]| R] - n[P|Q]|m[R]

P=QQ=R=>P=R
P=Q= (vn)P = (vn)Q

P=Q=!P=1Q

P = Q = n[P] = n[Q]
P=Q>MP=M.Q
P=Q=(n).P=1).Q

EP=P
(M.M").P= M.M".P

(vn)(vm)P = (vm)(vn)P
(vn)0= 0

(vn)(P|Q) = P|(vn)Q, if n & fn(P)
(vn)m[P]) = m[(vn)P],ifn # m

(Reduction In)
(Reduction Out)

(Reduction Open)
(Reduction Comm)

(Structural Repl)
(Structural Amb)

(Structural Action)
(Structural Input)
(Structurale)
(Structural .)

(Structural Res Res
(Structural Res

(Structural Res Par
(Structural Re

Figure 3: The reduction relation, describing the dynamic behavior of ambient.

2.2 Ambient Logic

In a modal logicthe truth of a formula is relative to a state (or worldhwever in

ambient logiche truth of a spaeeme modal formula is retave to the here and now][3

11



In Cardelli and Gordon's opinion, deh formula talks about the current tiraad the
current placewhich meansthe current state of executi@nthe current locatiof.For
example, the formula n[0] is read: there is here ao@ an empty location called n.
Universal and existential quantification is introduced on top of this coneptsyntax of
Ambient Logical formulas is shown Figure 4.The satisfaction relatiodenotes whether
a processes satisfy a specific formuP ! ! means the processsatisfies the closed

formula! . The definition othesatisfaction relation ishown in Figure 5.

Logic Formulas

Y A namen or a vaiablex
prnn

! true

Al negation

P disjunction

! void

Lo composition

pren guaratee

ru location

Fann placement

Pl revelation

preom hiding

O sometimemodality
¢! somewherenodality
run universalquartification

Figure 4: The syntax of ambient logic formulas. The first three formulas give classical
propositional logic. The next five describe a tree-like structure of locations. The two spatial and
temporal modalities make assertions about states that may happen "further away" in space or
time, respectively.

Temporal modalities are represented by reduction in the operational semantics of

the ambient calculus. The relatibd !" indicatesthat P contains P' within one level of

ambient nesting, and the relatibn' 1" indicates that P contains P' at some nesting level.

That is, the relatioh' is the reflexive and transitive closure of the relation

12



Satisfaction

I o= sort ofprocesses

I o= sort offormulas

o= sort ofvariables

I o= sort ofnames

P rrn

trr il 1Al I At !

et T T A O I A A

o Lo I o1

I Y A e ! R R R R A O I I I I R
e I T T T o A [/ R T R A | A
N I A O A I O e A Y A R A I A N
rrrrtbore [ A A O O AN T

O O ) O A prrnl Lorriemg o o
rrrrbor O A A A R AN R A

rrrrtbore (RN ottt o
rrrrtbore 1l & Pty
A A A PEVxIA £ VMEA PE A{x « m}

Figure 5: The satisfaction relation of Ambient Logic.

The first three famulas (T, =A, A V B)) give classical propositional logic. All
processes satisfy the fortall. A process satisfies the formutaA if it does not satisfy
the formulaA. A process satisfies the formukav B if it satisfies the formula4 or the
formulaB. The following formulagorm the core ofprocess logic. A process satisfies the
formula 0, only if it is a void process. A process P satisfies the formau|& , if P
consists of twa@ompositionprocessessuch a$'| P", and P' satisfiegl while P" satisfies
B. A process satisfies the formuta]A] if there exists a process P' such fhdias the
form n [P'] with P' satisfyingA. The connectives @ amedcan be used to express
security properties. A process P satisfies the foral@r if P satisfiesA even when
placed into the location. And a process P satisfies the formufla> B if P manageto

satisfiesB under any possible attack by an opponent that is bound to sdtistyhe

13



connectives® and(@ are used to expregsoperties about names. Specifica®yis used
to reveal a restricted name, ard is used tdiide (restrict) a nama. A process P satisfies

the formula A if A holds in the future for some residual P' of P. And a process P
satisfies the formula® A if A holds at some sublocation P' within P, where the

sublocation is defined by 1* P'.

During the designing of olambient modl checkemwe follow Ambient Logicas
presentedhbove but excludingthe guarantee operatdie will furthermake some small

modificatiors which will be presentethter.

2.3 Process Analysis Toolkit (PAT)

PAT is a seHcontained, extensible anehodularized, multdomain model checking
systems for composing, simulating and reasoning about concurrentfimeal

probabilistic systemss well ather possible domain0, 16|.

The main reason we chose PAT as our devetyplatform isthatPAT3 adopts
a layered design with an intermediate representation layer (IRL), which separates
modeling languages from model checking algorithms so that the algorithms can be shared
by differentlanguagesln addition the PAT layered architecture is spécally designed
for extensibility, which provides different interfac@sPIs) for domain experts to create
customized model checkers with minimum effoAT3 could then be extended in
several ways. Onguch a waywhich we willadop) is using the module genator tool to

createa new PAT3 module to support a new languagéyich in our casas the ambient

14



model checker module

2.4 Development Environment

Our development platform consists dPAT, Visual Studio 2010 Professionand
ANTLRWorks 1.4.2. The PAT nodule generator toak usedto generate the module
project(in C#) with interface classes, larage classes and code skeleton. To work with
the generated code, waso need tle Visual Studioenvironment ance the generated
moduleis a completeC# solution with two projectsin addition the parser classes are not
automatically generated in the module project, so we need to create parserudegses

Antlrworks. The development environment is configured as follows.

The latest version dPAT and the corrgnding version of theNet Framework
are installed firstlf usingLinux, Unix, Mac OS etc. the Mono package also needs to be
installed, and a suitable version of PAT should be chd3aninstallation instructions are

available on the PAT Web sif#1].

ANTLR [1] is a tool thatcreates a parser and a lexersome target language
(such as Java) based on a giygammas, as well as the necessary runtivdée use
ANTLRWorks to run the ANTLR tool,and we also need the associated libr&ke
thereforeinstal ANTLRWorks andthen follow the instructions to get the runtime
environment to rurthe generated parsers/lexeM/e also need the Java development
environment. Indeed, even thoughwe use theC# target of ANTLR 4, the Java
environmentis still required forcompiling applicationsA complete user guide for

working with ANTLR 4 is available elsewhef&2, 13].
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Chapter 3 Previous work

To the best of our knowledge tieeis only one practical implementatiomf Ambient

Calculus namelythe Ambient Designer. We W describe this systerbelow.

Antonio Coronato and Giuseppe De Pietro developed Ambient Designer to
support graphial model and test specificatiof4]. Figure 6 showsa screen shot of the
GUI of their Ambient Designelin which they describe one patigillie, movingin a

clinic. They set the @tient and all the rooms in the clinic as classes of ambients.

Initially, at time TO, the patient expressed as an ambient naridice, located in
the Acceptance Roomln ambient Elliethere are 3possibleadions, which arethe
capabilities of this ambient: @ut of theacceptance room1 (in injection roon), 2 (set is

injected. A flag "isWaiting"is also sein this ambient to express the state.

Their Ambient Designer enables the stgpstep redutton of Ambient Calculus
terms. The designer uses graphical objects and dialog boxes to specify the initial term and
properties; the tool wilthenobtainthe equivalent textual representation of the td¥or.
example, whilethe ambient Elligoerformsits three a&tions, thestate TO carewlve into
T1, T2 and so on. This means thia ambient Ellie will move out of the acceptance room,

move into the injection room and then get injected.

While reducing a term, the Ambient Designer validates the specified pesperti

For examplesuppose that it ispecified that the patient can only enter the injection room

16



when his status is "isWaiting". Then, if a patievith a different status tri®® move in

this room, an exceptionill be generated.

Class Manager Preect iparer
Leestions Sele Departrment smbuent
Acceptancefioom Mo T Uactastancaion) [Motxait ingRoon] Depatment
Inyetionfeom = atancaniss (ou testt
0L Ambient (znjetioatoon)
e o :
n tile [
out ) stancercon tade 1
Oge
Set
Patent n [Motuait ingloon]
aWatng N SR
ilnjected y [injetiontoon]  RODRISIRSTOST 0 it ichoon) {okiomt]
Peady (Patient] site ©
Examned (isinjectes)
[ o {njectionteo - Set

o ”f’f‘)“’"lw‘l [Motait ingRoon]
{nfectlcntocm e
[AcceptanceRoon)
(null) [Patient]
accestancenoon isMaiting)
31
[Acceptancetoos)
(null)
acceptanceRoon iting
| fitde

Synta

T0: AcceptanceRoom: acceptanc ehoom [Patient-Elie [Out acceptanceRoom | IninjectionRoom | Set idnjected] CSnWating)] | InjetcaBcomcinjectionRocm [Set BUSY] CSIDLE) | HotWatingRoom:-hotWatingRoom [Patient-Sob [] CS{nlnjected)] | DagnosticRocm:du

Figure 6: GUI of the Ambient Designer (Coronato and De Pietro).

Although the Ambient Designer supports testingesgic execution paths, it
cannotprove the correctness of the entire specificatlorthis thesis, we willstart the
designof a truemodel checker for Ambientdlculus against Ambientdgic. Our model
checker reads in the textu@presentatiorfrather than the graphical representation used
in the Ambient Designerdf the system model written in Ambient Calculus, ahd t
specified propertieexpressed by Ambieritogic. Then, it will eventuallyvalidate the
specified propertieformally. By contrast the Ambient Designer does not offer formal

proofs of correctness.
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In addition,we borrow the concept of OEventO from CSPimtnoducein in the
Ambient Calculus togress the state charsggef ambiens. The following chapter will

explain this in more details.

Chapter 4 Design Considerations

Our development platform PAT&dopts a layered design, we will performour design
and development in three layers (Modelingela Intermediate Representation Lgysard

Analysis Layer).

4.1 Modeling Layer

The modeling layer of PAT is the supported application domsiich as distributed
systens, service orierdd computing, security protogoktc In our case Ambient
Calculus ad Logig the modeling layer identifies theyntax of thdanguageThe main
components irthe modeling layer are the language parser #tredmodel components,
including syntax classes, variables, channels, and so athér words, when warovide
a textual model| the parsemill check the correctness of the syntax and gendtae

model componentdNext, we willcreatethelanguage parser fékmbientLogic.

Recall thatAmbient Logic talks about properties of mobile computations, such as
"the agent has g away", "eventually the agent crosses the firewa#Very agent
always carries a suitcasedr "there is always at most one agent calteldere’. All of

these ar@roperties that hold at particular locatiombereforewe need to designarser
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which can recognize not only processes but also the locafitims.can be accomplished

along two lineof thoughtthat will be illustrated usingpllowing example.

4.2 Example Problem Description

Nuclear Medicine Service [5]: The nuclear medicine department serves daily up to 50 patients

and has a staff of about 15. Patients receive a small amount of a radioactive substance in the injection
room before undergoing examinations such as bone and brain scans. Once injected, they emit
radiation and are confined to the hot waiting room until the exams can be performed in one of the
diagnostic rooms. The time patients must wait depends on the type of exam and how long the
radioactive substance takes to propagate within the body and decay to the right level. After the exam,
patients return to the hot waiting room until the level of radiation is below a certain threshold and

they are harmless to others.

Nurses typically accompany patients within the department, and the controls to prevent
access by unauthorized people are not very rigorous. To address this problem, an application is
developed so that patients are led automatically to where they must go, the correctness of their
movements is verified, and access to restricted areas is controlled. The system uses RFID readers and
tags to identify and locate patients. In addition, mobile devices will send appropriate messages to
patients such as "move to the injection room" and "you are not allowed to enter this room." This will
free nurses from having to guide patients as well as increase safety by reducing the number of people
exposed to radiation.

In order to formalize this examplee need to make the following assumptions:
1. In this department, there are two kind of waiting rooms:
Acceptane Room: waiting for injection;

Hot Waiting Room: waiting for diagnostic or the radiation threshold.
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2. The Injection Room and Diagnostic Room can receivg one patient aatime.
3. Onceadmitted tathis department, all the patients must finish all the steps before they
can leave

Step 1enter the acceptance room

Acceptance Room | Injection Room| | Hot Waiting Room Diagnostic Room

Patient

Step 2:enter the injection room, get injected

Acceptance Roomn | Injection Room| | Hot Waiting Room Diagnostic Room

Pdient

Step 3:enter the Hot waiting roomyaiting for diagnostic

Acceptance Room | Injection Room| | Hot Waiting Room Diagnostic Room
Patient

Step 4:enter the diagnostic room, get diagnostic

Acceptance Room | Injection Room| | Hot Waiting Room Diagnostic Room

Patient

Step 5re-enter the Hot waiting room, waitirfgr the radiationthreshold, then leave

Acceptance Room | Injection Room| | Hot Waiting Room Diagnostic Room

Patient

Figure 7: Nuclear medicine service: patient steps.

Figure 7 shows all the movement steps that one patient will have in this

departmentTo simplify thepresentationve use the following abbreviations:

20



Im: Injection Room

Am: AcceptancANaiting Room

Wm: Hot Waiting Room

Dm: Diagnostic Room;

Pat: Patient

Injec: Get injection

Diagn: Get diagnostic;

Callin: Calledto Injection Roon(by nurses or the gfication)
Calldi: Called to Diagonstic Room(by nurses or the apgation)
Callle: Called to leave Waiting Roofiby nurses othe apfication)

4.3 Intuitive Design

We canbuild theAmbientlanguage parsestrictly according @ thedefinition of Ambient
Calculus[5]. If we usesuch amodel to represent theteps from Figure,thenwe have

thefollowing processand reductions

Patient2 (in Am. outAm. in Im. out Im. iNWm. outWm. in Dm. out Dm. inV/m. out
Wm. Pat) | Am[] | Wm[] | Im[] | Dm([]
2 Am[(out Am. in Im. out Im. in Wm. out Wm. in Dm. out Dm. in Wm. out Wm.
Pat)] | Wm[] | Im[] | Dm[] (Stepl:Enter the acceptance ropm
2 Am[] | Wm[] | Im[(out Im. in Wm. out Wm. in Br. out Dm. in Wm. out Wm.
Pat)] | Dm[] (Step 2: Enter the injection room, get injegted
2 Am[] | Wm[(out Wm. in Dm. out Dm. in Wm. out Wm. Pt Im[] | Dm[]
(Step 3: Enter the Hot waiting rodm
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2 Am[] | Wm[] | Im[] | Dm[(out Dm. in Wm. out WmPat)]
(Step 4: Enter the diagnostic ropm
2 Am[] | Wm[(out Wm. Pabd] | Im[] | Dm[]
(Step 5: reenter the Hot waiting room

= Am(] | Wm(] [ Im[] | Dm[] | Pak

One critical problem arises in the above process definition. Indeedjust
descibed the movement of patients, but all the other events during this process are not
shown.We have no means to answer questions suttiasn should the p@&nt move in

the Injection Room", "vinen should the patient leatiee Hot waiting roor, "when will

the radiationlevel of the patientreachthethreshold, and so on.

The same problem exists in the Amnt Designer built byCoronato andDe
Pietro[4]. They developed their Ambient Designer to supographi@l modeling of
Ambient process, an example of which is siwn Figure 7 Their Ambient Language
parseris constructedtrictly according to thelefinition of Ambient Calculussame as the
above intuitive desigrEven if they set somitagsin each locationssuch as'Set.Busy"
for thelnjection Room, these flagae not able to describe the events during the patients'
steps. Informally speakinghe event otheapplication advisinghe patient to move in the

Injection Roomcannot be shown

To make up for this shortcomingve therefore need tiind a better textal modé
for our Ambient CalculusWe recall for this purposéhe Communicating Sequential

Processes(CSP) process algehravhich was designed for describing systems of
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interacting components, and it is supported by an underlying theory for reasoning about
them. In CSPthe interacting components are independentcseifained entities with
particular interfaceghrough which they interact with their environmenhie interface of

a process iglescribed as a set ofents. An event describes a particulardkof atomig
indivisible action that can be performed suffered by the process. This kind of
description iswhat we needior our Ambient Language parser. Thietails will be

explairedin next section.

4.4 Extended Design

In the previoussectionour straightforwardambient textual model and Coronato and De
Pietro's prototype model araot perfect becausethey lack an "event expression
mechanism" As such we inspire ourselves from classical process algebrae sG8Pas
[14, 15] and so we introduce theconcept of Oeveditand Oprocess@d our Ambient
LanguageIn other wordswe extend CSP to an Ambient Languagjbe stepsof the

patientsshown in Figure 6vill thusbe specified as follows:

Pat 2 in.Am - Callin - out.Am - in.Im - Injec - out.Im = in.Wm — Calldi —»

out.Wm- in.Dm — Diagn— out.Dm— in.Wm — Callle - out. Wm— Pati

In this construction we do not showthe locationexplicitly, butwe offer instead
an implicit notation that is based agents entering or leaving those locations. That is,
capabilities (see Figure 1) become the central mechanism for representing lotations.
this way all the events during thevolution of theprocess could be expressed clearly,

such as'when the event Callin happernbkg patient move ithe Injection Room", "when
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the event Callle happenthe radiationlevel reaclesthe thresholdandso the patientan

leave', and so on.

Note in passing that several more processes (Doctor, InjectionRoom, Nurse, etc.)

will need to be defined toomplete the specification.

4.5 Design Analysis

Comparing théwo designgresented abowee conclude that the first is very formal and

fully conforms to the syntax of the Ambient Calculus. The second design on the other
hand doesoffer a restricted synia but is semantically equivalent and also easier to
achieve in practice (since its implementation can be based on the already existing CSP

module) For this reason we will use this (second) design.

Chapter 5 System Implementation

We are now ready to ex@h the design on the actual system.

5.1 Generating the Module Prototype

We use thé?AT Module Generator to construct the Ambient ModElgure 8 shows the

GUI of theModule Generator.
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Module Name | Ambient Model Checker

Module Code | AMC

Syntax
Language Syntax Classes (separate by comma)

Evert|

Semantics
Semantic Model | Labeled Transtion System (LTS)

[] Generate BDD Encoding Methods

Supported Assertions
Deadlockfree [T Deteministic Checking
Reachabilty Checking [] Divergence Checking
Linear Temporal Logic [ Refinement Checking

Module Icon  Click to upload a module icon {16 pixel *16 pixel)

Quipis Folder. 0
{C:\Users\Desktop

Figure 8: GUI of the PAT Module Generator.

First we name our modulélhe Module Code is an abbreviation of the module
name, which will bausedasextensionfor theinput files of the generated modulén the
Syntax panel, wean provide théanguage consicts of our new module. For example
CSPsuppors interleave and patlel, so providing them will cause tigeneratoto create
the coresponding classes. In our case justspecify the basi¢Event" class and we

create all the other language construaésually
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For the Semantics model, we chose the I(T&oeled Transibn System), since
LTS offer a sufficiently comprehensive semantic modalj is alsdhe semantic model
for CSP (which we will extend)The generator willthen automatically generatéhe

corresponding classes.

For the Supported Assertions, we will chooke first three: Deadlock freg
"Reachability Checking"and"Linear Temporal Logic" The goal of this incipient level
will be to only implement thérst one or two assertionslodifying the"Linear Temporal

Logic" to conform tcAmbient Module Checkings the subject of future research

5.1.2 Working with Generated Code

The Generated code isa C# solution with two projects: PAT.Main and
PAT.Module.AMC.The code is produced in the filRAT3 Source.sl®."PAT.Main" is

the QJI project, whichwe donot need to modify for our module development.isTh
project includes aimple editoy which allows developers to input a model for simulation
and verification.The project care easilyextended in the future depending on the needs

of the developers

"PAT.Module.AMC" is the module project, which includes "Assertions”, "LLTS
"Utility" and "ModuleFacad® As their name imply,"Assertions" contains all the
assertions to be supped; "Utility" contains some Uity functions; and"ModuleFacade"
is the module interface class to communicate wille GUI classes. Finally'LTS"
contains all the syntax classéise specification class antthe state interface classOur

work will therefore take place in OLTSO.
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5.2 Ambient Module Syntax

The syntax forthe anbient module checker has two parts: one for the despripf

ambient calculus module, ande for he ambient logic specification.

5.2.1 Ambient Calculus Syntax

Theprocessyntax shown in Figure 1 includéee following:
spatial constructs: void, composition, replication, ambient, restriction.

temporal constructs:capability action, input action, output action

To construct the temtal syntax module we set the following literal rules to

represent these constructs.

¥ All the Process names begimvith a capial letter or underline and contains letters,
numbersand underline('A'..'’Z'|'_")(a'..'z'|'A'.."Z4'0".."9"|' _¥.

¥ All the Location names begiwith a lower caséetter or underline and contain
letters,numbersand underline('a’..'z'|'_")('a.."¥A"..'"Z0"..'"9'|' _")*

¥ All the Name or Variables names begirwith a letter or underline and contain

letters, numbersand underline('A'..'Z'|'a’..'’z'|'_"(A".."Z'|'a"..'z'['0".."9"|' _")*

¥ 'void' is the spatial construebid 0

¥ 'P Q' is the spatieconstructcomposition P|Q
¥ 'p' is the spatial construeéplication !P

¥ 'n[P| is the spatial construaimbient M[P]
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¥ '(vn)P' is the spatial construgestriction (vn)P

¥ 'M.P is the temporal construcipability action M.P
¥ '(n).P is the temporalanstructinput action (n).P
¥ '<n> is the temporal construatitput action <M>

Capabilities armame (n), enter into (in M), exit out of (out M), open (open M) null
(¢), and path (M.M). They will be included as specified, except for the following

modificaions:

1. Since the name defines an enfigych asdcation),there is no need to include it in

capabilities.

2. When we talk about the capabilgienve normally mean something. So thgability

null is useless and so veenit it.

In additionthe capabilitypath means one actiofollowing another so we replace
this construct with the ordered list of actioNate as well thatve only havethree actions

to considerenter, exit, andopen. Then we have:

¥ 'in Location’ IS thecapability actionenter in in M
¥ ‘'outLocation’ is thecapability actionexit out of out M
¥ 'open Location' is thecapability actionopen M

5.2.2 Ambient Logic Syntax

The syntax of logicaformulasis shown in Figure 4At this incipient stage we only
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specify a subset of these constructs,udrig the following:
¥ Propositional Logic: True, negation, disjunction
¥ Location Structure Logic: void, composition, location, guarantee, placement
¥ Temporal modality: sometime modality (<A )

¥ Spatialmodality: somewhere modality (®.4)

Then we set the following literal rules to represent these constructs.

¥ 'T' is thepropositional logicT'rue (T)

¥ '~A' is thepropositional logidNegation (A A)

¥ '"AVB' is thepropositional logidisjunction (A V B)

¥ '0' is thestructuredogic Void ( 0)

¥ '"A|B' is thestructure logidComposition (A | B)

¥ 'n[A] is thestructure logid.ocation (1 [A])

¥ 'A>B' is thestructure logidGuarantee (A = B)

¥ '"A@n' is thestructure logidPlacement (A @ 1)

¥ '&T A’ is the temporal modalityometime modality (<A )
¥ '&L A is the spatial modalittomewhere modality (®.4)

5.3 Creating the Ambient Parser

As we said inSection5.1.2,we need to create the parser classes manailork with
the generated codeWe use ANTLR to create these classes. The resulting code is

included in the fileSreeLexer.cs, TreeParser.cs and TreeWalkertos ANTLR code is
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included in the filesAMCTree.g (Section5.3.1) and AmbientTreeWalker.gSection

5.3.2).

5.3.1 Ambient Tree

The complete code is shown in AppendixtAis file must be saved with the sanile f
name as the grammar name nam&WWICTree.g"in our case)We firstset the ANTLR

optionsanddeclare all the tokens

grammar AMCTree; I yields"AMCTreeLexer.cs" and "AMCTreeParser.cs"

options{
output=AST; [l set the output as Abstract Syntax Tree, which is the "Tree.cs"
ASTLabelType=CommonTree;
memoize=true;
language=CSharp2; [/Since we will work with the gemated model in C# code
/lwe need toet Language as CShargfwe want to
//debug the syntax tregaphically we need to set it as Java.

/
tokens {
SPEC NODE; /lthe root token
LOCATION NODE; /lthese tokens for treléke structure of locations

SUBPARALLEL NODE;
SUBCASCADE NODE;

PROCESS NODE; /lthese tokens for the process definition
PROC DEF NODE;

SUBPROC_DEF NODE;

STATE LOC NODE;

DEADLOCK NODE; /lthese two are for the assertion definition
REACH NODE;

/

Next, wepresentthe syntax othe ambient moduleWe start from the root token

"SPEC_NDDE" and continue as usual for such a definition.
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specDef:
((I+=location)+ (p+=process)+ (a+=assertion)+)
-> NSPEC _NODE $l+ $p+ $a+);

The parsewill be divided into three parts: Ambient Structure, Process and Assertion.

(a) Ambient Structure Parser

To describe theAmbient Structure in text form &vset up rules in two dimensions:
parallel and cascade. For exampie the following edgdabeled tree, there are two

contiguous locations, andb, such thab has nosublocations ard a has a sulbocationp:

p

We convert this edgabeled tree into the following text form:

#location cascade a[p];

#location parallel a|b;
We thenusethe following algorithm for specifying all the locatiorStarting from the
root,
Step 1list oneof the deepest cascadlecations#location cascade a[p[m/...]]]
Step 2:thenin each locatiorevel, if there is anyparallel locationsnot already
mentionedspecify it:#location parallel a|b|c|...;
Step 3:in the previousstep, if theparallel locationhas any sublocationsnot

alreadymentionedrepeathe first step untill the locations are specified.

The detail code is shown in Appendix A.
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(b) Process Structure Parser

Same ador CSP, each process is defineddmyveralstates. In our case, we incluttee
movements, composition, events, and input/output actions. The following is the
process definition:

processDef:
v=VAR "->' p=processDef
/I rule for the "Event"
| m =MOVE "'l =LOC '->'pl = processDef
/I rule for the "Movements"
| vo="<"VAROUT ">'"->' p2=processDef
Il rule for the butputaction”
| vi='("VARIN')""." p3=processDef
[ rule for the inputaction”
| s1 = subProcessDef | s2 = subProcessDef
/[ rule for the "composition”
| s3 = subProcessDef
| s=SKIP

In the above definition,
"VAR" represents the name dhe"Event";
"MOVE" represats the action process including"in”, "out" and "open;’
"VAROUT" and "VARIN" represenvariables.

The token'subProcessDébfferstwo choices: the name afsubprocess or "void" as the

endprocessThe detakdcode is shown in Appendix.A
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(c) Assertion Structure Parser

As mentionedin Section 51.1, our eventual goal is to implement the assertions
"Deadlock freg "Reachability Checkig" and "Linear Tempordlogic" (which will be

actually renamed tGAmbient Logic"). Soassertiorstructure containthe following

assertion:
"Hassert' v=VAR 'deadlockfree';’
I rule for "deadlockfree”
| "#assert' vI=VAR 'reaches' v2= stateLocationDef "’
I rulefor "reachability”
//| H#assert' v2=VAR '|-'v3 = formulaDef "’
I rule for "ambientLogic"

’

When checing the specification deadlockfree”, we only need tospecify the process
under scrutiny so in this assertiowe put "VAR" as the name othe process.In the
specification Feachability” we should check if specific procesgan reacha specific
state. Therefore, walso usé€'stateLocationDef", which could describe any proceas

anylocation(n[P|Q]for example) The detakdcode isonce moreshavn in Appendix A.

The semantics of the satisfaction operator for Ambient Logic is not included in

this work, but is instead one goal of our future work on the matter.

(d) Parser Testing

The syntax presented by the parser is straightforwaye.first tesed our construction

using the"Nuclear Medicine Service" example from 8ction 42. Figure 9 shows the
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parse tree fothe followinginput

#location parallel am|im|dm|wm;

Pati = in.am -> Callin -> out.am -> in.im -> Injec -> out.im -> in.wm -> Calldi ->

out.wm -> in.dm -> Diagn -> out.dm -> in.wm -> Callle -> out.wm -> Pati;

#assert Pati deadlockfree;

Figure 9: Nuclear medicine example: parse tree.

Since this is a very simple structuves will alsoconsider another example, as follows.

Senior Monitoring Service: Some older people may have some threatening disease, like

Myocardial infarction or Cerebral thrombosis. They need to be monitored with a monitoring bracelet
all day. The monitoring bracelet will send the patient information to the monitoring center in real time.
The information includes patient's location and health information. When the disease onsets, patient

could be found and get help as soon as possible.

Now, we assume there is one such patient mbwoes within the scope of hospital, home
and drugstoreThis hospital has oneuclear medicine department (as mentioned inthe
previouschapte). Then ve could describe the ambierstructure as in Figure 10, where

we use the following abbreviation$os" for hospital,'nuc_dept" for nuclear medite
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department;hom" for home and "drug" for drugstore.

drugstore

nuclear medici

department
P other departments etc.

waiting  injection diagnostic
room room room

other rooms etc.

Figure 10: Senior monitoring service: ambient structural map.

The above ambient structure could be described in the following text form as the parsing

rules shown in seion (a).

# location cascade hos[nuc_dept[wm]];
#location parallel am|im|dm|wm,

#location parallel hom|drug|hos;

Parse Tree

Figure 11: Senior monitoring service: ambient structure parse tree.
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Figure 12: Senior monitoring service: process and assertion parse trees.

We will now consider the process of the patieaying medicine afteihe leaves
the nuclear medicine department from the hospital. At first, the patient should enter the
pharmacy, then pay for the medicine they need. At the same time, the cashier in this
pharmacy willreceive the money and hand over the medicine. Thes@rooeses are
arranged in a composition relatione\Whushave the following textal description for the
whole procesy"Cas" is theabbreviaibn of Cashier, "med" is the abbreviation of

medicine)
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Pat = in.drug -> <money> -> (med).Pat -> out.drug -> in.hom -> Pat;
Cas = in.drug -> (money).Cas -> <med> -> Cas;

BuyMed = Pat|Cas,

#assert BuyMed deadlockfree;

The resulting parse tree is shown in Figure 12.

5.3.2 Ambient Tree Walker

Now that the parser grammar for the Ambient module is in phgceanintroduce the
associated tree grammats This grammar is define in the separate file

"AMCTreeWalker.g".

Similar to the parser grammars, the tree grammar begin with the grammar header

and some options:

tree grammar AMCTreeWalker; Il yields AMCTreeWalker.cs
options {
tokenVocab=AMCTree, /l read token types from AMCTree.tokens file
ASTLabelType = CommonTree,
language=CSharp2;
memoize=true;

/

The tokenVocab option indicates that theee grammar should prelodide token names
and associated token types defined AMCTreetokens which is generated after
processing AMCTree.gWhen weprogram tree grammar, we want it to use the same

token IDs and token tpes as used byhe parser grammé#t3].
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We thendefine rules forall of the tree grammarEach expressio rule in the
parser grammar corresporntgsasingle rule in the tree grammar.ost of their semantis
are obvious. tarting from the root token "specDefVe proceed with three partcocation,

Process and Assertion.

(a) Tree Grammar: Location

Since we describe the ambient structure in divoensionstheremight be some overlap
between themWe should getrid of the overlap and save location information into

memory.

First we define a clas to hold the information for locatisnin our case, we
defined a class name "Location", which includes one pointer to parent location, one list to
hold sublocations and another list to hold the processes located héte.alsodefine a
hashtableto keg the location information. In our case, we declared a String Dictionary

named "LocationDatabase".

Then we start the three stapentionedn Section5.3.1.
Step 1: list one d the deepest cascade locatio#iecation cascade a[p[m/...]]];

Whenthe parsr read the first location name, we create a new location in the
"LocationDatabase" and set it as the "Lasttion". Then once the parser readse
location name we will searchit in the "LocationDatabase". Iot found, then a new
location is creatednd the previous locatiorpointer "LastLocation'ls setto it. If on the
other handhe location name already exsthenwe will get this location and add the

"LastLocation" intaoits "NextLocation" list. We thenset "LastLocation" to this location.
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Consder for example thollowing ambient structurenput

#location cascade a[b/c]],
#location cascade b[e];

a

|
c/b\e

After Step 1the following location objectwill be in place

Location:a Location:b
PreviousLocationroot PreviousLocationa
NextLocation NextLocation
b S c,e

Location:c Location:e
PreviousLocationb PreviousLocationb
NextLocation NextLocation
: null : null

Step 2: then in each location level, if there is grgrallellocations notalreadymentioned,

specify it:#location parallel a|b|c|...,

The parallel location rule, is only a supplement. Same # previous step, we
add the location into "NextLocation" list and set the "PreviousLocatmcbrdingly
However,there must be one location already entdarethe listed parallel locationandit
must be listed lastndeed, note thatur parser read the textual input from back to front,
andsowe need onexistinglocation to know which is the "PreviousLocation" of¢be

parallel locations.
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Step 3, in the previous step, if the parallel location has anylscditions notalready
mentionedrepeat thdirst step untilall the locations areonsidered.
We will eventuallyget all the locations entered into the "Locatiordbaise".

When needd, thelocation map can also be printed.

(b) Tree Grammar: Process and Assertion

Each Process and Assertion will have a correspondingspecial module component
(specifically a class). We willpresentthese classesn next section.The wlole

"AMCTreeWalker.g" file is shown in Appendix B.

(c) Tree Grammar: Parser Test

We tested our construction using tt$enior Monitoring Service" example from 8ction
5.3.1. First, we need to input the following text description to the model checker, ighich
shown in Figure 13. Then press the k€héck Grammar", we get thegrammar walker

test result, which is shown Figure 14.

#location cascade hos[nuc_dept[wm]];

#location parallel am|im|dm|wm;

#location parallel hom|drug|hos;

Pat = in.drug -> <money> -> (med).Pat -> out.drug -> in.hom -> Pat;
Cas = in.drug -> (money).Cas -> <med> -> Cas;

BuyMed = Pat|Cas,

#assert BuyMed deadlockfree;
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Input text description:

File Edit View Examples
NE HB »DE @M

: Specification [#] Check Grammar | [ Simulation &) Verification |

J/m Document 1* l

1 ¢ #location cascade hos[nuc_dept[wm]];

. #location parallel am|im|dm|wm;

#location parallel hom|drug|hos;

Pat = in.drug -> <money> -> (med).Pat -> out.drug -> in.hom -> Pat;
Cas = in.drug -> (money).Cas -> <med> -> Cas;

BuyMed = Pat|Cas;

#assert BuyMed deadlockfree;

Vi oBhwWwN

N Y

Figure 13: Grammar walker testing input window.

Output parsing tree:

Location Map =

Root

hos drug hom
nuc_dept

wm dm im am

(in.drug -> [ <money> ->(med).(Pat->(out.drug -> (in.hom -> Pat()))}});

Cas=
(in.drug -> {(money).(Cas->( <med> ->Cas())));

BuyMed=
Pat()|Cas();

Figure 14: Grammar walker testing result.

There are several sections the resuls window The Location Map definition

shows the location magvery row means one levelnd the locationRoot" always lies
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atthe top level. In the Process Definitions Section, every procebsven in the "state>

process" form.

5.4 Module Components

So farwe have created the three parsesfite Ambient Module Checker. Next, weed

to complete all the language construct representations, including Definition,
DefinitionRef, EventPrefix, Copuosition, Process, Location, MovelnLocation,
MoveOutLocation, OpenLocation, Variables, InputVariable, OutputVariable, Void, Skip

and StopThere are two classes createdtfos purpose.

5.4.1 Configuration.cs

This clasgs generated bthe Module Generalr. It represents the semantic model of the
language. When we run the neldhecker, each stepill yield one configuration object.
The method "MakeOneMove" in this class wilen beinvoked by the other components

to determinethe proper action.

5.4.2 Specification.cs

This class is also generated by Module Generator. It ishe controlling class, which
communicates with ModuleFascade.cs and LTS.complete the codewe need to
complete the method "ParseSpec() invoke the parser and analyze theunhmodelwe

added the following code in this method.

ICharStream input = new ANTLRStringStream(spec),
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/I create a CharStream that reads from standard input
AMCTreeLexer lex = new AMCTreeLexer(input),

/I create a lexer that feeds off of input Chtaeam
CommonTokenStream tokens = new CommonTokenStream(lex);

/I create a buffer of tokens pulled frahe lexer
AMCTreeParser parser = new AMCTreeParser(tokens);

/I create a parser that feeds off the tokens buffer

AMCTreeParser.specDef return r = parser.specDef();

Additionally, the location database "LocationDatabase" and transdtibn

"LastLocation" ,which are mentioned isection 53.2, should be declared in this file.

5.4.3 Process Definition Classes

We believe thathe language structure representations could be divided into several
categories On one handbasic structure representationsclude "EventPrefix.s",

"Composition.cs”, "Void.cs", andn the other hantbcation movement representations

include"Location.cs","MovelnLocation.cs", "MoveOutLocation.cs", "OpenLocation.cs".

We will illustrate in what followsthese two groupof representations.

(a) Base Class "Process"

Beforetalking about these structure classes have to introducthe OProcess@se class,
defined inthefile "Process.cs". All the other structure classes are derived from this base

class.

public abstract class Process
{ public string ProcessID;

/I Set name to every step the process moved
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public Location Locationlnclude;
/I Keepthe "Location" where the current process locate

public abstract void MoveOneStep(Valuation GlobalEnv, List<Configuration> list);
/I This methodeturns all the possible moves of the current process
/I <param name="GlobalEnv">The current global vabrat/param>

/I <param name="list">The list of steps to be returned.</param>

The whole class file is shown in Appendix C.

(b) Basic Structure Representations

"Void.cs" has the simplest structure. Whega construct a void process, wesfuneed
to do 2 things: set thgrocessID as "void" to let our che@k know this is a void process,

and do nothing in the methoMoveOneStep" (that is, weskip one step

"EventPrefix.cs" represent theccurrencef a simple event such as the patient ein
called by the nurse. We @@ to record the name of this eveast acharacterstring, and
keep the process goinghereforein the method MoveOneStep"”, we create a new

configuration for each "EventPrefix" step.

public class EventPrefix : Process
{ public string Event; /I set the name of "Event"

public Process Process, I/l keep the following process

public EventPrefix(string previous, Process process)
/I constructor to initialize the object
{ Event = previous,
Process = process;

ProcessID = ... ... : }
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public override void MoveOneStep(Valuation GlobalEnv, List<Configuration> list)
/I returns all the possible moves of the current process
{ System.Diagnostics.Debug.Assert(list. Count == ();
list. Add(new Configuration(Process, Event, GlobalEnv, false)),

/I create a new configuration for this step

The whole class file is shown in Appendix D.

"Compostion.cs" is very similar to the interleaveperatorin CSP. In the method
"MoveOneStep"”, we just need to altamndetween the two processss, that we can

traverseaall thepossible states. The class file is shown in Appendix E.

(c) Location Movement Representations

We created the clagcation (file "Location.cs) to build the topology chmbiens.

public class Location

{ public string LocationID; /I set the LocationID to name this location
public Location PreviousLocation; /l set the pointer to parent Location
public List<Location> NextLocation; /I keep the child locations in this list

public List<Process> ProcessincludelList; I/ keep the processes which is locating here

public Location(string locaname) {... ...}
public Location(string locname, Location NexLoc) {... ...}

/I constructor to initialize the object

"MovelnLocation.c% describe the ation that one proces®' moves in one

Location h'. We set the Location to the variable "LocationIinclude" in proceBsThen
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add this procesB into the Locatiom's process list "ProcessincludeList”.

"MoveOutLocation.cs" describs the action that onerpcessP' moves out of one
Location h'. We remove the Locatianfrom theP's variable "Locationinclude”. Theme

remove procesB from the Locatiom's process list "ProcessincludeList".

"OpenLocation.cs" describe the action that deleteone Locationfrom our
module. We need to remove this Laoatfrom our "LocationDatabase" and at the same

time clear theP's variable "Locationinclude".

The dass files are shown in Appendideso |.

Chapter 6 Conclusion

An ambient model checkevill eventually suppat reasoningaboutthe safety properties
of ambient systems That is given a system model written in the Ambient Calcifus
not using replication) and the properties specified as Ambient Ldgrenulas our
ambient model checker could determine whettles system model satisfies those

properties.

This paper does not present a complete ambient checker, but we have laid a solid
basis for this pursuit. Indeed, wmnstructed the syntax part ah ambientmodel
checkey which allows the formal specifiagah of ambient systesiusing the Ambient

Calculus.We then constructed classes for Ambient processes and their actions. Finally,
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we have provided the definition for the Ambient Logic syntax, meaning that this project
can only parsambient assertions baannot yet verify these assertions against the given

process.In all we can now parse processes and locations specified using the Ambient
Calculus, and we can specify properties in Ambient Logic. The implementation of the

actual model checking algorithmtise subject of our future work on the matter.

We constructed this system as a PAT module and so we will continue to operate
within the PAT framework while developing this algorithm. This will require a deeper
investigation of the way PAT implements senaainalysis. We believe that we will be
able to adapt this modulmward malel checking Ambient Calculus7]f We further
believe that an ambient model checker will be a useful tool, especially in #rea of

pervasive computing.
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Appendices

Appendix A: AmbientTree.g

grammar AMCTree,

options
{
output=AST,
ASTLabelType=CommonTree;
memoize=true;
language=
/lJava;
CSharp2;
}

tokens {
SFEC_NODE;
LOCATION_NODE;
SUBPARALLEL_NODE;
SUBCASCADE_NODE;
PROCESS_NODE;
PROC_DEF_NODE;
SUBPROC_DEF_NODE;
STATE_LOC_NODE;
DEADLOCK_NODE;

REACH_NODE;
}
@namespacePAT.AMC.LTS}
@header{

/lusing System;

using PAT.Common;

}
@members
{

public Stack<String> paraphrases = new Stack<String>();
public override String GetErrorMessage(RecognitionException e, String[] tokenNames)

{
string msg = null;
if ( e is NoViableAltException ) {
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msg = "Invalid Symbol: ™ + e.Token.Text"";

}
else
{
msg = base.GetErrorMessage(e, tokenNames);
}
if (paraphrases.Count > 0)

{
String paraphrase = (String)paraphrases.Peek();

msg = msg + " " + paraphrase;
}
msg = msg +\h" + "Line " + e.Token.Line + ", Column " +
e.Token.CharPositionInLine;
return msg;
}

}
@rulecatch {

catch (RecognitionException re)

{
String sError=GetErrorMessage(re, tokenNames);
throw new Parsingxception(sError, re.Token);

}
}

public

specDef

@init { paraphrases.Push(" AMC input analysis"); }
@after { paraphrases.Pop(); }

.((I+:Iocation)+ (pt=process)+ (a+t=assertion)+)
-> N(SPEC_NODE $I+ $p+ $a+)

location
@init { paraphrases.PusH(bcation analysis"); }
@after { paraphrases.Pop(); }

‘#location parallel' sp = subparallel *;'

-> NLOCATION_NODE $sp)

| '#location cascade' sc = subcascade ;'
-> NLOCATION_NODE $sc)

subcascade
@init { paraphrases.Push(" Cascade locatialysis"); }
@after { paraphrases.Pop(); }
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1 =LOC T sl = subcascade '

-> NSUBCASCADE_NODE $I1 $s1)
[12=LOC

-> NSUBCASCADE_NODE $I12)

subparallel
@init { paraphrases.Push(" Parallel location analysis"); }
@after { paraphrases.Popf);

1 =LOC'|' sl = subparallel

-> N(SUBPARALLEL_NODE $I1 $s1)
|12 =LOC

-> N(SUBPARALLEL_NODE $I2)

process
@init { paraphrases.Push(" process equation analysis"); }
@after { paraphrases.Pop(); }

V=VAR '=' p=processDef ;'
-> A(PROCESSNODE $v $p)

processDef
@init { paraphrases.Push(" process definition analysis"); }
@after { paraphrases.Pop(); }

v=VAR '->' p=processDef
-> NPROC_DEF_NODE $v $p)

| m=MOVE "' | = LOC->' p1 = processDef
-> NPROC_DEF_NODE $m $I $p1)

| vo=VAROUT '>':>' p2=processDef
->NPROC_DEF_NODE $vo $p2)

| vi=VARIN')" "." p3=processDef
->NPROC_DEF_NODE $vi $p3)

| s1 = subProcessDef '|' s2 = subProcessDef
->NPROC_DEF_NODE $s1 $s2)

| s3 = subProcessDef
-> NPROC_DEF_NODE $s3)

| s=SKIP
-> NPROC_DEF_NODE $s)

subProcessDef
@init { paraphrases.Push(" process subDefinition analysis"); }
@after { paraphrases.Pop(); }
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vl= VAR

-> A(SUBPROC_DEF_NODE $v1)
I v2= VAR

-> A(SUBPROC_DEF_NODE $v2)
| v3= VOID

-> N(SUBPFOC_DEF_NODE $v3)

stateLo’cationDef
@init { paraphrases.Push(" State with Location analysis"); }
@after { paraphrases.Pop(); }

[=LOC ' s = stateLocationDef "'

-> NSTATE_LOC_NODE $I $s)

| s1 = subProcessDef '|' s2= subProcessDef
-> N(STATE_LOC NODE $s1 $s2)

| s3 = subProcessDef

-> NSTATE_LOC_NODE $s3)

assertion

‘#assert' v=VAR 'deadlockfree";'
-> \(DEADLOCK_NODE $v)
| '#assert' v1=VAR 'reaches' v2= stateLocationDef ;'
-> NREACH_NODE $v1 $v2)
/1| '#assert' v2=VAR-|

MOVE: (in'|'out'|'open’)

VARIN: (()(a'..'z|A.."Z'0..'9''_")+
VAROUT: (‘<)(a'..'z|A..'Z'0..'9]"_)+
VOID ;'Void'

SKIP : 'Skip'

VAR :(A..Z| " (a..'zZ|A..'Z|0..'9_)*
LOC :(a..z| ") (a"z|'A..'Z|'0"..9'_")*

COMMENT
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. '[*" (options {greedy=false;} : . )* */' {$channel=Hidden;}

LINE_COMMENT
I ~(\n'\)* \r'? \n' {$channel=Hidden;}

WS (W e A+ {$channel = Hidden;};
Appendix B: AmbientTreeWalker.g

tree grammar AMCTreeWalker;

options

{
tokenVocab=AMCTree;
ASTLabelType = CommonTree;
language=CSharp2;
memoize=true;

}

@namespace
{PAT.AMC.LTS}

@header{

/lusing System.Collections.Generic;

using System.lO;

using AT.Common;

using PAT.Common.Classes.Assertion;

using PAT.Common.Classes.Modulelnterface;
using PAT.AMC.Assertions;

}
@members
{
public static Stack<String> paraphrases = new Stack<String>();
private List<DefinitionRef> defList = new List<Definitiord®>();
private string options="";
public Specification Spec;
public override String GetErrorMessage(RecognitionException e, String|]
tokenNames)

{

string msg = null;



if ( e is NoViableAltException ) {
msg = "Invalid Symbol*" + e.Token.Text + "™";

}
else
{
msg = base.GetErrorMessage(e, tokenNames);
}
if (paraphrases.Count > 0)
{
string paraphrase = (string)paraphrases.Peek();
msg = msg + " " paraphrase;
}

msg = msg +\h" + "Line " + e.Token.Line + ", Column " +
e.Token.CharPositionInLine;

return msg;

}

public void program(string option){
options = option;
specDef();
foreach(var dref in defList){
dref.Def = Spec.DefinitionDatabase[dref.Name];
}

}
}

@rulecatch {

catch(RecognitionException re){
string sError=GetErrorMessage(re, tokenNames);
throw new ParsingExcepti¢gError, re.Token);

}

}

specDef
@init { paraphrases.Push(" AMC input analysis"); }
@after { paraphrases.Pop(); }

NSPEC_NODE (I=location{})+

(p=process{Spec.DefinitionDatabase.Add(p.Name, p);})+

(a=assertion)+
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location
@init { paraphrases.Push("location map cascade analysis"); }
@after { paraphrases.Pop(); }

A(LOCATION_NODE sp = subparallel(})
[*(LOCATION_NODE sc = subcascade{})

subparallel

@init { paraphrases.Push("location map parallel analysis");
Location la; }

@after { paraphrases.Pop(); }

NSUBPARALLEL_NODE I1 = LOC s1 = subparallel{
if(!Spec.LocationDatabase.ContainsKey($I1.Text))

{
loc = new Location($I1.Text);
loc.PreviousLocation = Spec.LastLocation.PreviousLocation;
Spec.LastLocatiaRreviousLocation.NextLocation.Add(loc);
Spec.LocationDatabase.Add($I1.Text,loc);

}

else

{

Spec.LastLocation =
Spec.LocationDatabase[$I1.Text].PreviousLocation;

1)
|N(SUBPARALLEL_NODE I2 = LOC{

if(Spec.LocationDatabase.ContainsKey($I2.fex
{

1)

Spec.LastLocation = Spec.LocationDatabase[$I2.Text];

subcascade

@init { paraphrases.Push("location map cascade analysis");
Location loc; }

@after { paraphrases.Pop(); }

NSUBCASCADE_NODE I1 = LOC s1 = subcascade{
if(!Spec.LoationDatabase.ContainsKey($I1.Text))

{
loc = new Location($l1.Text, Spec.LastLocation);
Spec.LastLocation.PreviousLocation = loc;
Spec.LastLocation = loc;
Spec.LocationDatabase.Add($I1.Text,loc);

}

else
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loc = Spec.LocationDataba$[.Text];
loc.NextLocation.Add(Spec.LastLocation);
Spec.LastLocation.PreviousLocation = loc;
Spec.LastLocation = loc;
1)
["(SUBCASCADE_NODE 12 = LOC{
if('Spec.LocationDatabase.ContainsKey($12.Text))

{
loc = new Location($12.Text);
Spec.LastLocation = loc;
Spec.LocationDatabase.Add($12. Text,loc);
1)

proces’s returns[Definition pDef]
@init { paraphrases.Push(" process equation analysis"); }
@after { paraphrases.Pop(); }

NPROCESS_NODE v=VAR p=processDef{pDef= new Deforn{$v.Text,null,
p);})

processDef returns[Process proc]

@init { paraphrases.Push(" process definition analysis");
string str;
Location loc; }

@after { paraphrases.Pop(); }

NPROC_DEF_NODE v=VAR p=processDef{proc = new EventPrefix($v.Text,
P):})
| N(PROC_DEF_NODE m = MOVE | = LOC p1 = processDef {
loc = Spec.LocationDatabase[$l.Text];
switch ($m.Text)
{ .
case "In":
proc = new MovelnLocation(loc, pl);
break;
case "out":
proc = new MoveOutLocation(loc, pl);
break;
case "open":
proc = new OpenLocation(loc, pl);
break;
default:
break;

)
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| N(PROC_DEF_NODE vo = VAROUT p2 = processDef {
str = $vo.Text;
string sub = str.Substring(1, str.Lent)
Variable outputVar = new \fable(sub);
proc = new OutputVariable(outputVar, p2);})
| "(PROC_DEF_NODE vi = VARIN p3 = processDef {
str = $vi.Text;
string sub = str.Substring(1, str.Lent)
Variable inputVar = new Variable(sub);
proc = new InputVariable(inputVar, p3);})
| N(PROC_DEF_NODE sl=subProcessDef s2 = subProcessDef{
proc = new Composition(sl, s2);
)
| N(PROC_DEF_NODE s3=subProcessDef{
proc = s3;
)
| N(PROC_DEF_NODE s=SKIP{proc = new Skip();})

subProcessDef returns[DefinitionRef subproc]
@init { paraphrases.Push(" process subDefinition analysis"); }
@after { paraphrases.Pop(); }

NSUBPROC_DEF NODE v1= VAR{
DefinitionRef prec = new DefinitionRef($v1.Text);
defList.Add(prec);
subproc = prec;

)

| N(SUBPROC_DEF_NODE v3=VOID{
DefinitionRef VoidRef = new Void();
subproc = VoidRef;})

stateLocationDef returns[Process stateproc]
@init { paraphrases.Push(" State with Location analysis"); }
@after { paraphrases.Pop(); }

NSTATE_LOC_NODE I=LOC s= stateLocationDef {
Location loc = Spec.LocationDatabase[$l.Text];
stateproc = new MovelnLocation(loc, s);
)

| N(STATE_LOC_NODE sl1=subProcessDef s2 = subProcessDef{

DefinitionRef p1 = s1;
defList.Add(pl);
DefinitionRef p2 = s2;
defList.Add(p2);
stateproc = new Conagition(pl, p2);
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),
| N(STATE_LOC_NODE s3=subProcessDef{

stateproc = s3;

)

assertion
@init{AssertionBase ass;
string assString;

string statestring;}

NDEADLOCK_NODE v=VAR{

var drefl = new DefinitionRef($v.Text);

defList.Add(drefl);

ass = new AMCAssertionDeadLock(drefl); ass.AssertToken = $v.Token;
assString = ass.ToString();
if(Spec.AssertionDatabase.ContainsKey(assString))

{
throw new ParsingException("Assertion " + assString + " is defined
already!", ass.AssertToken);
telse{
Spec.AssertionDatabase.Add(assString, ass);
}

)
| (REACH_NODE v1=VAR s = stateLocationDef{

var dref2 = new DefinitionRef($v1.Text);

defList.Add(dref2);

statestring = s.ProcessID;

ass = new AMCAssertionReachability(dref2 testring); ass.AssertToken =
$v1.Token;

assString = ass.ToString();

if(Spec.AssertionDatabase.ContainsKey(assString))

{
throw new ParsingException("Assertion " + assString + " is defined
already!", ass.AssertToken);

telse{
Spec.AssertionDabase.Add(assString, ass);
}

)

Appendix C: Process.cs

using System.Collections.Generic;
using PAT.Common.Classes.Expressions;
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using PAT.Common.Classes.Expressions.ExpressionClass;

namespace PAT.AMC.LTS{
public abstract class Process
{ public string ProcessID;
public Location Locationinclude;
/l returns all the possible moves of the current process
public abstract void MoveOneStep(Valuation GlobalEnv,
List<Configuration> list);

}
}
Appendix D: Void.cs

using System;

usingSystem.Collections.Generic;

using PAT.Common.Classes.Expressions;

using PAT.Common.Classes.Expressions.ExpressionClass;
using PAT.Common.Classes.Ultility;

namespace PAT.AMC.LTS

{
public sealed class Void : DefinitionRef
{
public Void():bag("void")
{
ProcessID = "void";
}
public override void MoveOneStep(Valuation GlobalEnv, List<Configuration> list)
{
System.Diagnostics.Debug.Assert(list. Count == 0);
}
public overrde string ToString()
{
return "void";
}
}
}
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Appendix E: EventPrefix.cs

using System.Collections.Generic;

using System.Text;

using PAT.Common.Classes.Expressions;

using PAT.Common.Classes.Expressions.ExpressionClass;
using AT.Common.Classes.LTS;

using PAT.Common.Classes.Modulelnterface;

using PAT.Common.Classes.Ultility;

using PAT.AMC.Assertions;

namespace PAT.AMC.LTS{
public class EventPrefix : Process

{

public string Event;
public Process Process;

/ITODO: constructor to initialize the object
public EventPrefix(string previous, Process process)
{

Event = previous;

Process = process;

ProcessID = DataStore.DataManager.InitializeProcessID( Event. ToString() +
Constans. EVENTPREFIX + Process.ProcessID);

}

public override void MoveOneStep(Valuation GlobalEnv, List<Configuration>
list)

{
System.Diagnostics.Debug.Assert(list. Count == 0);

list. Add(new Configuration(Process, Event, GlobalEnv, false));

}

public override string ToString()

/ltodo: implement the return string format
return "(" + Event +->" + Process.ToString() + ")";

}

Appendix F: Composition.cs

using System;
using System.Collections.Generic;
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using System.Ling;

using System.Text;

using PAT.AMC.Assertions;

using PAT.Common.Classes.Expressions;

using PAT.Common.Classes.Expressions.ExpressionClass;
using PAT.Common.Classé#tility;

using PAT.Common.Classes.Assertion;

using PAT.Common.Classes.Modulelnterface;

namespace PAT.AMC.LTS
{

public class Composition: Process

{

public Process FirstProcess;
public Process SecondProcess;

public Compogion(Process first, Process second)

{
FirstProcess = first;
SecondProcess = second;
ProcessID = FirstProcess.ToString() + "|" + SecondProcess.ToString();
ProcessID = DataStore.DataManager.InitializelessID(ProcessID);
}
public override string ToString()
{
return FirstProcess.ToString() + "|" + SecondProcess.ToString();
}

public override void MoveOneStep(Valuation GlobalEnv, List<Configuration) list

{
System.Diagnostics.Debug.Assert(list. Count == 0);

bool allITerminationCount = true;
bool hasAtomicTermination = false;

for (inti=0;1<2;i++)
{

Process process;

if (i==0)

process = FirstProcess;
else
{

process = SecondProcess;
}

List<Configuration> listl = new List<Configuration>();
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process.MoveOneStep(GlobalEnv, listl);
bool hasTermination = false;

for (intj = 0; j < listl.Count; j++)

{

Configuration step = list1][j];

if (step.Event == Caostants. TERMINATION)

{

}

hasTermination = true;
if (step.IsAtomic)

hasAtomicTermination = true;

}

else

{

}
}

if (AssertionBase.CalculateParticipatingProcess)

{

step.ParticipatingProcesses = new string[] {i. ToString()};

}
Composition composition;

if(i == 0)
{

composition = new Composition(step.Process, SecondProcess);

}

else

{

composition = new Composition(FirstProcess, step.Process);

}

step.Process = composition;
list. Add(step);

/lllto check whether there are synchoronous channel input/output
/lif (Specification.HasSyncrhonousChannel)

I
Il
In

SynchronousChannellnputOutput(list, i, GlobaiEnull);

if (lhasTermination)

{
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allTerminationCount = false;

}
}

if (allTerminationCount)

{

Constants. TERMINATION, GlobalEnv, false);

Configuration temp :ew Configuration(new Stop(),

if (hasAtomicTermination)

{
temp.IsAtomic = true;
}
if (AssertionBase.CalculateParticipatingPregke
{

temp.ParticipatingProcesses = new string[2];
for (inti=0;1<2;i++)
{

temp.ParticipatingProcesses|i] = i.ToString();
}

}
list. Add(temp);

}

/Ireturn returnList;

}

}
}

Appendix G: MovelnLocation.cs

using System.Collections.Generic;

using PAT.Common.Classes.Expressions;

using PAT.Common.Classes.Express.ExpressionClass;
using PAT.AMC.Assertions;

namespace PAT.AMC.LTS
{

public class MovelnLocation : Process

{

public Process Process_Moved,
public Location Location_Moved;
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public MovelnLocation(Location Loc,Process Pro)

{
Process_Moved = Pro;
Location_Moved = Loc;
ProcessID ="in." + Location_Moved.ToString() =" +

Process_Moved.ToString();

Location_Moved.ProcessincludeList.Add(Process_Moved);
ProcessMoved.LocationInclude = Location_Moved,;
ProcessID = DataStore.DataManager.InitializeProcessID(ProcessID);

}

public override string ToString()
{

return "(in." + Location_Moved.ToString()+> "+Process_MovedoString()
+")";

}

public override void MoveOneStep(Valuation GlobalEnv, List<Configuration>
list)
{
System.Diagnostics.Debug.Assert(list. Count == 0);
Process_Moved.LocationInclude = Location_Moved,;
Location_Moved.ProcessincludeList.Add(Process_Moved);
list. Add(new Configuration(Process_Moved, Location_Moved.LocationID,
GlobalEnv, false));
}
}
}

Appendix H: MoveOutLocation.cs

using System.Collections.Generic;

using PAT.Common.Class&xpressions;

using PAT.Common.Classes.Expressions.ExpressionClass;
using PAT.AMC.Assertions;

namespace PAT.AMC.LTS
{

public class MoveOutLocation : Process

{

public Process Process_Moved,
public Location Location_Moved;
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public MoveOutLocation(Location Loc,Process Pro)

{
Process_Moved = Pro;
Location_Moved = Loc;
ProcessID = "out." + Location_Moved.ToString()-»" +

Process_Moved.ToString();

Location_Moved.ProcesstludeList.Remove(Process_Moved);
Process_Moved.LocationInclude = null;
ProcessID = DataStore.DataManager.InitializeProcessID(ProcessID);

}

public override string ToString()

{
return "(out." + location_Moved.ToString()+>
"+Process_Moved.ToString()+")";

}

public override void MoveOneStep(Valuation GlobalEnv, List<Configuration>

list)
{

System.Diagnostics.Debug.Assert(list. Count == 0);

Process_Moved.LotanInclude = null;

Location_Moved.ProcessincludeList.Remove(Process_Moved);

list. Add(new Configuration(Process_Moved, Location_Moved.LocationID,
GlobalEnv, false));

}
b3

AppendixI: OpenLocation.cs

using System.CollectiorSeneric;

using PAT.Common.Classes.Expressions;

using PAT.Common.Classes.Expressions.ExpressionClass;
using PAT.AMC.Assertions;

namespace PAT.AMC.LTS
{

public class OpenLocation : Process

{

public Process Process_Moved,
public Locaton Location_Open;

public OpenLocation(Location Loc,Process Pro)
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{

Process_Moved = Pro;
Location_Open = Loc;
ProcessID = "Open." + Location_Open.ToString(B+"+
Process_Moved.ToString();
ProcessID = DataStore.DataManager.InitializeProcessID(ProcessID);
}

public override string ToString()
{

+")"

}

return "(Open." + Location_Open.ToString() +'" + Process_Moved.ToString()

public overridevoid MoveOneStep(Valuation GlobalEnv, List<Configuration>

list)
{

System.Diagnostics.Debug.Assert(list. Count == 0);

Process_Moved.LocationInclude = null;

Location_Open = null;

list. Add(new Configurabn(Process_Moved, Location_Open.LocationID,
GlobalEnv, false));

}
}
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